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The Government’s Dream

Multi biometric, double gates, anti-tailgating, lightly-

supervised (to maintain non-automated entry channels)



The Industry’s Solution

 Government first asked Security Print Shops

 These are general and global print shops

 Extensive know-how in secure printing

 No know-how in IT security / cryptography

 Never done an IT security project

 Security Print Shops asked Smart Card 
Industry

 Focus on selling their products

 Advocates multi-purpose use



Industry Ideas for the 

eDocuments

 Multi-purpose use

 Identical design for national ID cards

 Use for electronic banking

 eGovernment

 Electronic signature

 Email encryption

 ID and travel / Passport

 Electronic payment



Design Goals

 Use of cryptography / PKI

 Heavy use of biometrics

 100% security against 

counterfeiting

 Improve facilitation

 Minimize time spent on 

legitimate travelers

 Segmentation of low-, high-

risk travelers

 Minimize immigration time 

for traveler



Design Approach

 Setting up a standards group at 

the ICAO

 Stuffed with printing experts

 Some crypto experts

 Only worked on algorithm level

 No one knows about 

implementation

 Driven by RFID manufactures

 No one looked at risks / design 

goals (KISS)



Problems with Patents

 To store biometric data, typically a HASH 

is generated and stored (for fast 

comparison)

 Most of these HASHES are patented

 ICAO stores pictures of facial image

 JEPG or JEPG2000

 Same with fingerprints

 Compromises don't work with security



eID from Germany

 RFID tag embedded

 Produced by the Bundesdruckerei GmbH

 No shield, readable even when in pocket



eID from Germany

 MRZ on the back

 No Contact-SmartCard, only RFID



2D Code and MRZ

Passport with 2D barcode and MRZ (machine readable zone)



MRTD Security Features

 Random UID for each activation

 Normally all ISO 14443 transponders have a fixed unique 

serial number

 The UID is used for anti-collision

 Prevent tracking of owner without access control

 Problem: ICAO MRTD specs don't require unique serial 

number

 Only some countries will generate random serial numbers



Non-traceable chip 

characteristics

 In 2008 a Radboud / Lausitz University team 
demonstrated that it's possible to determine 
where a passport chip is from without 
knowing the key required for reading it. 

 The team fingerprinted error messages of 
passport chips from different countries. 

 The resulting lookup table allows an attacker 
to determine where a chip is from.

http://www.cs.ru.nl/~erikpoll/papers/nluug.pdf



Signed Data

EF.DG2 EF.DG3EF.COM EF.DG1

HASH over

Data

HASH over

Data

HASH over HASH

HASH Signed by

Country CA

EF.SOD
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Basic Access Control 

(BAC)

 In 2005 Marc Witteman presented that document number of 
Dutch passports were predictable, allowing an attacker to guess / 
crack the key required for reading the chip. 

 There is software on the internet that tries all known passport 
keys within a given range, thus implementing one of Witteman's 
attacks. 

 Using online flight booking sites, flight coupons and other public 
information it's possible to significantly reduce the number of 
possible keys. 

 Note that in some early biometric passports BAC wasn't used at 
all, allowing attacker to read the chip's content without providing 
a key.

http://sys-security.com/category/rfid/

http://sys-security.com/category/rfid/

http://www.dice.ucl.ac.be/crypto/passport/index.html



Passive Authentication 

(PA)

 In 2006 DN-Systems demonstrated that it is trivial to copy passport data 
from a passport chip into a standard ISO 14443 JCOP smartcard using 
a standard contact-less card interface and a simple file transfer tool.

 My early Biometric ePass was used for this and did not change the data 
held on the copied chip to keep its cryptographic signature valid. 

 In 2008 Jeroen van Beek demonstrated that not all passport inspection 
systems check the cryptographic signature of a passport chips. 

 For his demonstration Van Beek altered chip information and signed it 
using his own document signing key of a non-existing country. 

 Only 5 out of 60+ countries are using this central database. 
http://www.timesonline.co.uk/tol/news/uk/crime/article4467106.ece

http://freeworld.thc.org/thc-epassport/

http://dexlab.nl/downloads.html/



Active Authentication 

(AA)

 Marc Witteman presented that the secret 

Active Authentication key can be retrieved 

using power analysis.

 This allows an attacker to clone passport 

chips that use the optional Active 

Authentication anti-cloning mechanism. 

http://wiki.whatthehack.org/images/2/28/WTH-slides-Attacks-on-Digital-Passports-Marc-Witteman.pdf



Removal of AA

 In 2008 Jeroen van Beek demonstrated that optional 
security mechanisms can be disabled by removing 
their presence from the passport index file. This 
allows an attacker to remove - amongst others -
anti-cloning mechanisms (Active Authentication). 

 Note that supplement 7 features vulnerable 
examples in the same document that - when 
implemented - result in a vulnerable inspection 
process.

http://www.blackhat.com/presentations/bh-europe-09/VanBeek/BlackHat-Europe -2009-VanBeek-
ePassports-Mobile-slides.pdf

http://www2.icao.int/en/MRTD/Downloads/Supplements%20to%20Doc%209303/Supplement%20to%2
0ICAO%20Doc%209303%20-%20Release%207.pdf#page=35
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Extended Access Control 

(EAC)

 In 2007 DN-Systems presented an attack that can 

make EAC-enabled passport chips unusable.

 We stated that if an EAC-key - required for reading 

fingerprints and updating certificates - is stolen or 

compromised, an attacker can upload a false 

certificate with an issue date far in the future. 

 The affected chips block read access until the future 

date is reached.

http://www.dc414.org/download/confs/defcon15/Speakers/Grunwald/Presentation/dc-15-grunwald.pdf



Inspection Systems

 Inspection systems should be evaluated

 Off-the-shelf PCs are too complex to be 
formally validated for correctness

 MRTD uses JPEG2000

 JPEG2000 is very complicated

 Easy to exploit

 For example, see CVE number CVE-2006-
4391 

 Metasploit and other toolkits make it easy



A Vendor’s Design of an 

Inspection System

 Uses “off-the-shelf” PC´s

 RFID-Reader is “Designed 
for Windows XP”

 No security improvement 
of the software

 Just like inserting a USB 
stick containing unknown 
data into the inspection 
system



Problem With The 

Procedure

D ata e nte rs  the  o ff ic e r 's

Inspe c tio n Sys te m  at bo rde r

C re ate  H ASH

o ve r  pay lo ad

M ake  inspe c tio n de c is io n

R e ad

R e ad R FID  c hip f ro m

passpo rt

D e c o de L D S

D e c o de B ER in

m e m o ry s truc ture s

O the r  D G

P roc es s  o ther  D G

C o m par e

P ayload HAS H w ith

s tored  data

Ac c e pt o r  re je c t e P asspo rt

 First, read, data from 

the RFID chip

 Then, parse the 

structures

 Decode the payload

 Finally, verify the 

document 

cryptographically



Biometric Data

 Data should be reduced to hashes only

 But fingerprints will be stored as pictures

 Reverse-engineering of fingerprints possible 

with MRTD data

 Contrary to any best practice in IT security



Chaos of Standards

 TLV and ASN.1 not correctly implemented

 Redundant meta formats for biometric data

 If signing key is lost, the whole country is doomed

 First, the data must be parsed, then it can be 

verified

 Design was made by politicians and not by IT 

security experts

 It is possible to manipulate data



Why Cloning of eIDs?

 The normal tags are read-only

 Data could be retrieved from an issued 
passport

 Deactivation of issued passport (microwave 
oven)

 Cloned tag behaves like an “official” eID

 Cloned tag could be extended with exploits

 Exploit could attack inspection system, 
backend or databases



Snake Oil Warning

 “Trust us, we - the experts - know 

what we're doing”

 “We removed the standards from the 

ICAO website, now we are safe”

 “Grunwald used the primary purpose 

of the passport: he read it - there is 

no security risk”

 “The RFID chip will be protected by 

the security features of the printed 

paper in the passport”



More Quotes

 After a short presentation of some security 

issues at the “Security Document World 

2007” in London I got this comment from a 

responsible person at the ICAO:

 “It’s right that these security flaws could harm 

an IT system, but we have to keep in mind, 

the ePassport is a security document and has 

nothing to do with IT systems”



Thank you, keep in mind …

High-tech ≠ High-security


