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e Theory
a what are honeypots good for
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Agenda

e Practical work with honeypots
a Sftructure

timekeeping

test it with hacker tools

monitoring

analysis

interpretation
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Theory

Conventional network security

e IDS
e IPS
o VPN
a Firewalls
o Gateways
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Why Honeypots?

e as first line of defense to protect a mission-critical
I T-system

e divert bad guys from important systems
e analysis of attacks
e prevention
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Tasks of a Honeypot

monitoring of events and data (monitoring)
filtering of data flows (filtering)

Q
Q
e escalation of an intrusion (intrusion detection)
Q

audit of IT-systems
e defense (escalation)
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Integration

The tasks of a honeypot must be embedded into the
organizational business process, and it must be
warranted that the results are monitored and forwarded
to the responsible people and entities.
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Definition Honeypot

A honeypot is a fictitious, in terms of security vulnerable,
system acting as a trap for non-authorized users and attackers.
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Characteristics

In commercial environment (1/2):

e to attract security-relevant attacks

o to exploit the resources of an attacker
e to detect new types of attacks

a to act as early warning system
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Characteristics

In commercial environment (2/2):

a to collect evidence and document the intent to attack
o to identify an attacker to sue him
a to prevent a collision with the labor law
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Characteristics

In educational environment:

e to investigate the goals of an attack

e to analyze new hacker tools
a strategies
o philosophies
e categorization of attackers
e analysis of attackers and their personalities
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Honeypot Types

We have to differentiate in general between:

e host-based
e network-based

We can define further sub-types based on this basic

categorization.
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Type 1 L

Autonomous System

Autonomous system, that is directly connected to the
network. Requires complete installation: In particular
necessary for forensic analysis.

Example: A victim-system based on an old i586 platform.
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Type 2

Logical Autonomous System

Complete virtual installation, an economic variant of the
type 1, to run different honeypot-systems on virtual
machines (VM) on the same hardware.

Example: UML, acting as honeypot server

Qﬁ@:@
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Type 3

Emulation: One-to-One

Simple but still close to a realistic representation.
Example: shadow, dtk
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Type 4

Emulation: One-to-Many

Emulation without expensive hardware required for a
complete |T-infrastructure including hosts, routers and

servers.
Example: Virtual network with honeyd
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Type S

Selective Traps

These traps are often used on critical production
systems, such as a public MTA.

If anyone hits the trap, the event will be escalated.

e.g.: "netcat -p 236r LaBrea, to slow down Code Red and

other worms.
e
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Type 6

Poisoned Honeypot

Types 1-5 honeypots are extended with "Malicious
Code"(virus, worms, trojans) to work as poisoned lure.
Some of these variants are used in the military
environment to act as active IT-defense systems.
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Attacker L

We observe significant amounts of attackers and
suspicous people trying to break into a honeypot.

The attackers have completely different personalities and
motives representing different levels of threats.
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Script-Kids L

e mostly young people who annoy users and destroy
just for fun

the knowledge level is very low

use scripts and tools from web pages
mass phenomenon

aimless and random attacks

e P P P P

motivation:
o only destroy and annoy
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Hacker L

want to demonstrate their knowledge; well-educated
bound and determined to break into a system
don’t care about consequences and legal issues

e P P P

are working non-commercial, limited financial
resources

e using their own tools and programs

motivation:

a demonstrate security issues
o annoyed co-workers

dn__ @ looking for privacy information

©
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Cracker L

e criminal version of a hacker
e more financial resources and background

e espionage (theft of government or industry secrets,
sabotage etc.)

e motivation:
a Mmoney
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Spammer

e search for IT-systems to relay their spam or exploit
their resources

professional and commercial background
annoy with spam at someone else’s expense
same criminal background as the cracker

e P P P

motivation:
a money
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Setting up a Honeypot

Pre-requirements:

e no firewall, unfiltered Internet traffic

optional IDS/IPS

port-monitor or half-duplex Layer-2 Ethernet hub
sniffer

e P P P

central checkpoint
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Timekeeping

It is mandatory to correlate events. Therefore, all parts of
a honeypot-system have to be time-synchronized.

The Network-Time-Protocol (NTP) has proven to work
well to do this job. It is recommended to retrieve your
reference time from low-stratum servers and ensure that
those cannot be manipulated from the honeypot system.
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Timekeeping

# NTP configuration file for the NTP-Server
# Ignore all Requests

restrict default ignore

# Allow Administration wvia ntpqg

restrict 127.0.0.1

#

# Network Clients

restrict 192.168.101.0 mask 255.255.255.0 nomodify # honey-net
restrict 192.53.103.103

restrict 192.53.103.104

server 192.53.103.103 #ntpl.ptb.de

server 192.53.103.104 #ntp2.ptb.de

fudge 127.127.1.0 stratum 10 # local clock is unsynchronized restrict

ll):,i-is"mms
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DNS and Hostname L

It is highly recommended to hide the real purpose of the
honeypot in the DNS. Do not name your DNS-entry and
reverse record to something guessable.

Instead, an interesting hosthname and service-banner
helps to attract potential attackers.

e do not use A- or MX-records like honey.myzone.de
e do not show the real hostname in the SMTP banner
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DNS and Hostname L

Even if you call your honeypot system
"honeypot.myzone.com”, the bulk of attackers do not
care about this.

In fact, they often do not have enough background
knowledge even to locate and interpret this information.
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Sweet Temptation

In most cases you also need to place something
additional like a file whose name or content suggests to
be valuable. Especially in a commercial environment
purposely planted false or manipulated documents can
help attract an insider attack.
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Hack Yourself L

After installation and setup of a honeypot-system you
need to test it. This may be done using typical
hacker-tool to verify your setup.

You need to test for the following:

a no loss of information takes place

a the setup fits your needs

e monitoring, alarming and escalation works

a the system is separated from the production systems
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Monitoring L

We monitor:

e the entire communication

e any unusual behavior

e when using a VM: any change (security change in
particular) to the VM

You should be able to freeze and analyze the whole
system at any given time and to control communication
accross system boundaries.
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Panic Switch L

It is Important to have a panic switch. In case an attacker
does actually take over your honeypot system you should
be able to shut it down.

This could be done by a simple Perl script establishing
an IP-filter-rule or a physical switch. For example, the
panic switch may be activated as soon as traffic
iIncreases abruptly or an attempt is registered to attack
another system in the DMZ from the honeypot.

This way it is more likely that a successful attack will
remain limited to the honeypot environment.
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Analysis L

When analyzing a honeypot system you should follow a
forensic approach. Any investigation should take place
from a dedicated analysis system which is entirely
separated from the honeypot environment. File-systems
from the honeypot system should be mounted R/O to
perform a reliable integrity check.
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Logfile Analysis

Besides the integrity analysis of the honeypot, you
should also examine the log files because usually they
are secured on a different channel while the host system
IS up an running. Logfiles provide information about
communication links between different systems and may
therefore help detecting attempted attacks.
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Network Communication L

When operating a honeypot system it is recommended to

run tcpdump or similar sniffing tool to analyse network
traffic.

In addition it might be revealing to take a look at

e Syslog files

e messages from your Firewall, changes in traffic-flow
e GIDS,

)
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TCPDUMP

After you found some interesting timestamps, you can
investigate the relevant parts of your TCPDUMP log later.

67.75.67.1477.5625 > 193.108.181.24.8080: S 674719801
67.75.67.147.5625 > 193.108.181.42.8080: S 674719801
216.218.158.87.1057 > 193.108.181.8.1434: udp 376
27.130.1652 > 193.108.181.8.1434: udp 376
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203.120.200.3206 >
68.32.17.41.4302 > 193.
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108.
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181
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.6: icmp: host 165.251.41.
181.
181.
181.
181.
181.

icmp: host 165.251.41.
icmp: host 165.251.41.
icmp: host 165.251.41.
icmp: host 165.251.41.
icmp: host 165.251.41.
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.6: icmp: host 165.251.41.
193.

108.181.6.1434: udp 376

.181.42.1434: udp 376

68.226.158.136.2789 > 193.108.181.6.80: P 3880322941
ack 4276001828 win 64240 (DF)
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SMTP-Honeypot L

A SMTP honeypot is designed to detect attempts of
spammers to relay their mail and use this information to
block their IP-addresses in your firewall.

The source IP addresss of these spammers can be
collected and fed into a RBL (Realtime Blocking List) to
protect your MTA’s in production.

In a larger environment it might be advised to use
multiple sensors like this one.
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SMTP-Honeypot Design L

On the edge of the Internet install a Debian
GNU/Linux-System. In this tutorial we use an Exim 3.0
MTA as basis for our SMTP-Honeypot.

You need to change the MTA configuration.
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SMTP-Honeypot Design L

The following configuration changes make this system an
open relay.

# The setting below allows your host to be used as a mail relay only by
localhost: it locks out the use of your host as a mail relay by any

#
# other host. See the section of the manual entitled "Control of relaying"
# for more info.

host_accept_relay = *
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New Exim Transport

Now the remote SMTP transport will be changed to our
new fornesic delivery.

G o
# TRANSPORTS CONEFIGURATION #

G o

forensic_delivery:

driver = appendfile

directory = /var/spool/hsmtp/mail
delivery_date_add

maildir_format

envelope_to_add

return_path_add

user = mail
Systems

p — ]
g%@up maill
mode — O 6 6 O How to build and run Honeypot-Systems — p.39



New Exim Router

Finlly, we route everything from remote_smtp to the new
forensic_delivery.

lookuphost:
driver = lookuphost
transport = forensic_delivery
literal:
driver = 1pliteral
transport = forensic_delivery
end
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Live-System

Usually it takes only minutes after going online until the
first spammers can be observed trying to submit their
mail via the open relay. The Exim logfile will show
something like the excerpt below. You can use this
information to block the sender.

2004-02-25 14:39:55 1AvzGU-0001jG-00 <= sessionl2002@yahoo.com
H=s1lip-12-65-114-33.mis.prserv.net (mx2Z2.mail.yahoo.com) [12.65.114.33 ]
P=esmtp S=831
1d=049057051046049048056046049056049046049048050@mx2.mail.yahoo.com
2004-02-25 14:39:55 1AvzGU-0001jJG-00 => smtpsllcox.net R=lookuphost
T=forensic_delivery H=mx.east.cox.net

2004-02-25 14:39:55 1AvzGU-0001jG-00 Completed
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Honeyd - A Honey-Network L

Setting up a honey-network is another way of securing
both wireless and wired networks. In contrast to a single
honeypot system honeyd tries to simulate an entire
network infrastructure including flaws and vulnerabillities.
Again the simulation may include logic to identify security
relevant events and cause appropriate actions (e.g.
escalation of the event, blocking of a firewall port etc.).
Now we are making a practical exercise by building a
honeypot network.
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Structure

POD /HUB
100 MBit
Shniffer
A
virtuelle Hosts und Router

==

S FreeBSD Linux Windows Exoten wie
Cisco Router Amiga

|- E

]

virtuelles Netz

Tragersystem Debian-Linux
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